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‘W%aﬂsa
Virtua/ Private N. etwork

anyway ¢

Virtual Private Networks (VPNs) extend the corporate network out to distant offices, home worleers,
salespeople, and business partners. But, rather than using expensive dedicated leased lines, VPNs use
worldwide TP network services, including the Internet “cloud” and service provicler IP backbones. Rather

than d,ialing in at long distance rates, remote users can make a local Internet call.
VPN allow:

Network managers to cost—e{{iciently increase the span of the corporate network

Remote network users to securely and easily access their corporate enterprise

Corporations to securely communicate with business partners

Service providers to grow their businesses Ly providing substantial incremental bandwidth
with value-added services

As with any network cleployment, careful planning must precede any VPN implementa’cion. Specificauy,
this plan must address questions related to connectivity and security. The first step in planning a VPN is
to determine the connectivity requirements between corporate offices, telecommuters, and traveling

employees (see Figure 1).
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Figure 1. Virtual Private Network
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A VPN can be established that allows any network resource in the branch office to communicate
with any network resource in the corporate tlea(tquarters. On the other tlan(t, a VPN can be very
explicit, a”owing an individual network resource in the branch office to connect to only one or

two networlz resources at the corporate tleactquarters.

Determining which network resources should be linked via a VPN (tepencts on the applica.tions used on
the various systems. For example, it is tileely that all of the branch office workstations as well as the
traveling emptoyees and telecommuters will need access to the corporate office email server. Thus, one
VPN migtlt consist of the corporate office email server and all other workstations in the corporate

netwo rlz .

Requirements often used to determine network connectivity include:

* Security pohcy ° Application requirements
* Business moclels * Data sl'xaring
* Intranet server access i Application server access

VPNs are plattorm inctepenctent. Any computer system that is contigurect to run on an [P
network can be incorporated into a VPN with no modifications requirect except the installation
of remote software. Aclctitiona”y, VPNs can be imp]ementect between corporations. VPNs that
connect two or more corporations’ networks are known as extranets. The only difference between a
traditional, intra-company VPN (intranet) and an inter-company VPN (extranet) is the way the
VPN is managed. With an intranet VPN, all network and VPN resources are managed Ly a single
organization. With an extranet VPN, no singte organization has management control over all
network and VPN resources; rather, each company manages its own VPN equipment. The extranet
VPN contiguration process involves first contiguring a portion of the VPN and then exctlanging

with partner VPN management organizations the needed subset of contiguration information.

ka should we imp/ement VPNs?

Network managers can save on remote access equipment and connection costs, while provi(ting reliable
corporate ctiat—up access for traveling and telecommuting emptoyees. Network managers can also reptace
expensive leased line connections to remote offices and connect all remote offices to the corporate network

at substantial savings.
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HOLU MUC’ZZ can we save?

Savings are typicaﬂy 20 to 40% for site-to-site domestic networks, more internationaﬂy, and 60 to
80% for traveling and telecommuting employee access. In addition to saving on-line ctlarges, WAN

equipment and personnel costs are &ramaticaﬂy less expensive with a VPN solution.

What are other /ess—apparent costs o][ WAN s over leased fines?

Ttle real cost ot corporate diat-up connections includes a 1oa(1 on the networlz sta{'t:

Buying, instaﬂing, and contiguring remote access servers and modem racks

Worleing with teleptlone companies to install lines

Instaﬂing new client software on laptops

Monitoring traffic patterns on remote access ports

Supplying sufficient ports for increasing numbers of telecommuters

Monitoring and paying for (tial—up teleptlone ctlarges
* Keeping up with tast—ctlanging technology

The costs of instaﬂing and managing VPNs should be viewed in relation to these “soft” costs, as well as

the more obvious costs for lines and equipment.

leaz‘ otlzer Lenefits a’o VPNs oﬂer?

Besides lowering costs, VPNs provide access from anywhere the Internet reaches. Internet points of
presence are available worldwide, provicting potential VPN connection points in nearly every country
and in most of the major cities of the world. Most importantly, VPN enable rictx, flexible
communications with customers, suppliers, and business partners over extranets. These allow users to
establish interactive links with every business partner—not just a few. The expensive dedicated network
is no 10nger a necessity. Instead, VPN tectmology creates a secure communications ring that members
may join at a moment’s notice. So t)eyon(t the tactical cost savings, extranets are strategic: ttley

ctlange the way people communicate much the same way as fax, voice mail, and e-mail have in the past.
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ley can t we use just the Internet ][or our business
communications?

In spite of the positive worldwide revolution prO(iuceci i)y the Internet, the foiiowing proi)iems still exist
on the Net:

Reliability
* System maintenance
* Access proi)iems

* Security

The Internet was not (iesigne(i with iiigii security in mind. For corporations to entrust it with their most
sensitive data, some additional work must be done to assure that the rigilt peopie are accessing the

corporation’s networks and that outsiders cannot read transient data.

What are the relative merits o][ a VPN over the Internet vs.
over a private 1P backbone?

Many service provi(iers offer VPN services over private [P backbones. While these VPNs may be limited to
subscribers of the service provi(ier networiz, tiiey offer more preclictai)ie and controllable periormance

than tociay's Internet. The pui)iic Internet offers ui)iquitous access and low cost.

Private IP backbones can provicie VPN with levels of quaiity of service (QoS). With the appropriate
mix of services , enterprise network managers can deveiop an outsourced WAN strategy that meets a
range of cost and peri:ormance needs. The Internet was not clesigneci to deliver periormance
guarantees. Applications designe(i to work with a guarantee(i network iatency may not perform

aciequateiy on the Internet.

What standards exist to ensure compaﬁéi/ity
between vendors?

The most popuiar emerging VPN standards are PPTP (Point-to-Point Tunneiing Protocoi), L2TP
(Layer 2 Tunneling Protocoi), and IPSec (IP Security). The PPTP, L2TP and IPSec speciiications are
sets of requests for comment (RECs) to the IETE (Internet Engineering Task Force) that describe
protocols to be used for tunneling. All are proposed for inclusion in IP protocoi, [Pv6. TPSec is airea(iy
i)eing impiemente(i in IPv4. PPTP was driven i)y Microsoft and Ascend to support pacieet tunneiing in
Ascend’s remote access server hardware and Microsoft’'s NT software. The backers of the PPTP protocoi
combined efforts with Cisco and its L2F protocoi to prociuce a iiyi)ricl called L2TP. IPSec is a generai
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initiative to add security services to the IP protocol. A growing number of VPN, security, and major network
companies—over 30 as of October 1997—either support or plan to support [PSec. The International
Computer Security Association (ICSA) and Automotive Network eXchange@ (ANX®) are spearheacting
[PSec interoperat)ility testing. Of the three standards, [PSec is the only protocol t)eing driven Ly major

network users.

IPSec is the preterrect solution for IP environments because it has security built in. PPTP and L2TP are
most appropriate for multiprotocot environ-ments, but both require additional support to deliver data privacy,
integrity, and authentication. Unless augrnentect with IPSec, PPTP and I.2TP cannot support extranets

because extranets require leeys and lzey management.

How can we be sure that equipment ][rom c]iﬁ[erent vendors will
be compatié/e in an extranet?

The best way to ensure that equipment from different vendors will work together in an extranet is to
choose VPN equipment that has been certified to be [PSec comptiant. The ICSA IPSec Certification
Program has the ot)jective to enable multi-vendor VPN on the Internet that can provi(te interopera]:)ility

atong with the security functions of data source authentication, data integrity, and confidentiality.

Who is the ISCA?

Established in 1989, the International Computer Security Association (ICSA) ctevelops security proctucts
ttlrougtl its proctuct certification program and establishes better security practices ttlrougtl management of
security—tocuse(t consortia. [CSA is an in&epenctent organization that strives to improve security and
confidence in g]ot)al computing ttlrougtl awareness and the continuous certification of products, systems,
and peopte. As a member-oriented organization, ICSA fosters the exctla.nge of 12now1e(tge among three
constituent groups: users of computer systems, (tevelopers of computer products p and experts in computer
security. As a service organization, ICSA applies its unique Risk Framework and Continuous Certification

Model to reduce risk and improve computer security proctucts.

What is the ANX?

The Automotive Network eXctlange (ANX) is a TCP/IP (Transmission Control Protocol/Internet
Protocol) network service allowing for efficient and secure electronic communication among automotive
trading partner subscribers and delivered tay interconnected certified Internet Service Providers and certified
network Exctlange Points. When compteted, the ANX will provicte automotive tracting partners a singte,
secure, standards-based network for electronic commerce and data transfer. Tt will replace complex,
redundant, and costty multipte connections that exist ttlrougtlout the automotive supply chain. The ANX

will be the world’s ta.rgest business extranet.
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What are the security requirements of VPNs?

Security is the central issue for VPN applications. Some VPN technologies have security built in (as
part of their IETF specitication) ; others require one or more add-ons. To meet corporate stan(iar(i,s, VPN

communications must be:

* Guarded from prying eyes — Data privacy is provi(ie(t using encryption. Encryption uses
complex mathematical transformations in which the original data is combined with a logical
lzey and later (iecryptect l)y the receiver using the same leey. Managing the lzeys is the most
critical and difficult aspect of encryption systems. Any viable VPN solution must have a lzey

management mechanism to negotiate and excliange secret encryption lzeys in a secure manner.

e Safe from tampering — Data tampering is thwarted l)y using mathematical transformations
called tlasliing functions that create tingerprints used to detect altered data.

° Spoot—proot — User authentication prevents one user from masqueracling as another. The
al)ility to positively authenticate network users is vital to ensuring VPN security. Password
protection is easily circumvented and thus intierently insecure. However, X.509 (iigital
certificates provi(te stronger authen-tication and more reliable pertormance.

To avoid severe pertorrnance (iegraclation, all security measures—encryption, liasl'iing, authentication,

and leey management—must be pertormecl on VPN systems that are optimized for these functions.

What ][actors determine the perj[ormance o][ a VPN?

Performance of VPNs is determined l:)y two factors:

e The spee(i of transmissions over either the Internet or a pul)lic IP backbone network
* The etticiency of VPN processing at each end of the connection

Encapsulation requires acl(iing information to each paclzet, which increases the paclzet size. This in turn
increases the likelihood that internetwork routers will find the paclzets oversized and tragment tl'iern,
further clegra(i,ing pertormance. Packet tragmentation and data encryption can reduce dial-in system
pertorrnance to unacceptalale levels. Data compression can l‘ielp solve this prol)lem. However, the
combination of compression and encapsulation requires additional computational power Leyond that

needed for security.
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Should we imp/emem‘ hardware- or so][tware-éasea] VPNs?

Because of the computa’cional power requirecl to implement VPN, hardware-based VPN proclucts deliver
the best performance. They also offer tighter physical and logical security. Software-based solutions are
best suited for lower-volume connections at small- and medium-sized companies that have lower security

requirements. High volumes of traffic with maximum security solutions require dedicated hardware.

Router and server add-ons such as encryption cards may be limited in performance because they depend on
the per£ormance of the device to which they attach. Standalone devices are designecl to be more scalable,
which means they can accommodate increasing bandwidth demand, more VPNs, and higher—speed lines.

Encryption is processor intensive. Whereas a router needs to only process the paclzet header, an encrypting
process operates on each Lyte in the pa.clzet. Triple DES encryption, for example, requires 50 to 100
times more processing power than straight IP routing. Thus, when performance is a concern,

standalone hardware-based solutions provi(le a critical aclvantage.

leat are trustea] ana] untrustea] networks?

Trusted networks are comprisecl of workstations in which the users are given open access to other systems
with little concern about sa])otage or abuse. Untrusted networks are comprised of workstations in which
unknown or untrusted users could sa]:)o’cage or abuse access to an organization’s network resources.
Therefore, the Internet is an untrusted network for most corporate traffic, and the potential for abuse
prevents many corporations from using the Internet to connect corporate offices without using the
cryptograpllic security inherent in VPNs. Public WANs that some consider trusted do exist, however.
T}ley include the Public Switched Telephone Network (PSTN) and networks such as Frame Relay
and X.25 that are provicle& by the major telecommunications carriers. But in reality, these WANGs are
accessible Ly hundreds or even thousands of users and should be considered untrusted. While corporations
depencl on the free exchange of information and shared resources, portions of a corporate LAN must
sometimes be secured from unauthorized internal access. After identifying the trusted and untrusted
portions of a corporate network, the next step is to decide how to interconnect the various trusted

networks. VPNs provide the capa]:)ility of interconnecting trusted networks via an untrusted network.

What is member and non-member tra]%c?

Member traffic is defined as IP traffic where the source and destination workstations are within a
VPN. Non-member traffic is defined as all other IP traffic (i.e., traffic to network resources that are
not in a VPN). To determine how non-member traffic should be han(ﬂecl, each trusted network should
be analyzed to ascertain the types of traffic ﬂowing in and out of the network.
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What is non-IP tra]%b?

Non-IP traffic includes protocois such as IPX, DecNet, SNA, and AppieTaiie. By definition, non-
IP traffic cannot be part of a VPN because it is not [P-based. Ttius, non-IP traffic should aiways be
treated as non-member traffic and must be handled i)y access control components such as router
filters or firewalls. Note: Some WANSs such as the Internet are “natural” non-IP traffic filters.
Since the Internet can oniy route IP traffic, non-IP traffic cannot be transported across the
Internet unless it is encapsuiate(i in IP Ttieretore, if the Internet is used to connect trusted
networks via VPN, it is not necessary to impiement non-1P traffic filters. The Internet itself will
filter non-IP traffic.

How are remote users autlzenticatec] %

Remote access allows traveling or telecommuting empioyees to access corporate network resources from
outside the company campus. Authorized remote users are allowed access, while unauthorized users

are denied access.

When using VPN for remote access, each remote access user account must be configured with the
cryptographic aigoritiirns and izeys used for encryption and authentication. Without the proper izeys, a user
cannot remoteiy access a corporate network using VPNs. Ttius, user authentication can be achieved
simpiy i)y careful distribution and control of VPN cryptograpiiic ieeys. For many networks, this level of

user authentication is sufficient.

If the inherent user authentication mechanism of VPN is not sutticient, additional methods can also
be empioyect. The simpiest method is to require a user [D and password cach time a user connects to the
corporate network via a VPN. The weakness in this approacti lies in the choice of passwor(is. Many users
choose easy—to—remem]oer passworcts (sucii as their names, birth cia.tes, spouse’s name, etc.) which are easy
to guess. If such easiiy guesse(i passwor(is are protiii)ite(i, users may write down their passwor(i, thus

compromising the user authentication mechanism.

One solution to this proi)iem is “two-factor” user authentication. The two factors usuaiiy refer to
“somettiing you tiave, and somettiing you know.” The “somettiing you know” factor is typicaiiy a iogin
ID or Personal Identification Number (PIN), similar to the information used in the iogin/passwor(i
mechanism. The “sometiiing you have” factor corresponcis to a device that generates a Vaiue, based on
factors such as time, or an input piirase called a “ci'iaiienge.” An exampie of “sometiiing you have” is a
SecurlD carct, which generates random token values every 60 seconds. The token value is generate&
ina cryptographicaiiy secure manner and ci'ianges from one use to the next, thus preventing the use of
a previous value for future authentication. In order to compromise the two-factor meciianism, an

attacker must know the iogin and must have the token device. Two-factor authentication mechanisms
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also can be used with the Remote Authentication Dial-In User Service (RADIUS) protocot.
Typicaliy, a seconctary server for the given two-factor mechanism works in conjunction with the

RADIUS server. In these scenarios, a VPN device accesses the RADIUS server, and the RADIUS

server accesses the two—tactor auttientication server.

HOLU a’o we CZZOOSQ WN services ?

Ctioosing VPN services can be a simpie process for most networks. Most applications will use Tripie
DES encryption and compression. Variations to these services may be require(t for the totiowing

appiications:

¢ International VPNs — With few exceptions, the United States government currentiy
restricts export of cryptograptiic aigoritiims with the security strengtti of Tripie DES.
Ttieretore, Triple DES cannot be used as a VPN service for any VPNs that cross U.S.
borders. The alternative in this case is 56-bit DES.

* Network compression — Some networks may imptement compression prior to the
apptication of VPN services. For these networks, use of VPN compression services is
redundant. By (iisat)iing compression, a siigtit pertormance improvement may be achieved.

¢ Observable traffic — While one of the major benefits of a VPN is data privacy, there may be
occasions when the at)itity to monitor paciaet payioa&is is needed. Exampies include news reports,
stock quotes, or other put)iic information where secrecy may not be vital, but data alteration is
disastrous. For these applications, compressing or encrypting pacleets is not desirable; however,
data authenticity is still desired. Note: Authentication does not modity the pacizet payloatt.

What tools are needed to manage a VPN?

Imptementing and using VPNs should be as transparent as possit)le for users, network managers, and
service providers. VPNs must include tools for the network manager and service provi(iers to manage

security, pertormance, and costs. Both enterprise network managers and service provicters must be able to:

* Install and provision equipment in a secure fashion.
¢ Scale the VPN when the requirements grow t)eyon(i its current capat)iiities.

* Track protaiems i)eyonct their own borders. For the network manager, this means across the
outsourced WAN. For the service provicter, this means across muitipie subscriber networks.

* Establish extranet reiationstiips with a variety of business partners.

Over time, the quaiity, compieteness, and security of VPN management tools will ptay a dominant role

in the effectiveness of any VPN impiementation.
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How should tasks be sp/it between network managers
and service provia]ers?

Service proviclers can take many different approaciles to their VPN otterings. For exampie, ttiey may
simpiy suppiy the Internet or IP network bandwidth needed to handle VPN traffic. Alternativeiy, service
proviclers can offer more prociucts and services, inciucting clesign, management, service, and training for
the corporate VPN. Flexible service provicters will offer a range of VPN service options so that the
corporate network manager can outsource all functions determined to be cost effective for business and

security requirements. Some selected VPN service otterings for service providers may include:

° Seiiing basic Internet access and bandwidth; the enterprise customer handles all VPN proctucts

and operations.

° Seiling i)usiness-quaiity Internet or IP network services; the enterprise customer handles all
VPN products and operations.

° Seiling compulsory VPNs embedded in POP equipment.
° Ottering VPN hardware and software bundled with VPN bandwidth and services.
* Designing the customer’s VPN solution.

* Operating the total VPN solution for the customer, inciuding (iesign, equipment installation
and service, and iieip desk support (100% outsource).

Network managers need to determine how much of the implementation tasks ttiey want to off load to the
service provicter. Security may have to be ieept in-house, while costiy tleip desk services may be off-loaded
to the service provicter. In-house security may require that the network management staff include a

security expert.

Some VPN implementations cannot be achieved without involving the service provicter. [PSec and
Voiuntary mode of PPTP handle all VPN operations at the end points and are thus transparent to the
service provicter. PPTP requires service provicter participation to establish a VPN connection when

compulsory mode is used.

Network managers who want to do it all should find a service provi(ier that can provicte iow-cost, hig}l
bandwidth at service levels that meet corporate needs. If VPN services are to be outsourcect, the network
manager should find a reliable full-service provider‘ VPNss are about partnerships, and the most important
VPN partnership for many organizations will be the one tiley establish with their VPN service provicter.
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What is the VPNware™ System?

The VPNware System is an integra’ce& family of VPN hardware and software that takes the guessworlz
out of purchasing and deploying VPNs. VPNware Systems offer enterprises the benefits of VPN at the
lowest price per user of any system currently on the market. The VPNware System includes all of the
necessary components for deploying VPNs:

* One or more VPNware Service Units (VSUs), for IPSec-based VPN support for 25 to 2400

concurrent users.

* A VPNmanager™ tool, for Web-based, VPN-centric configuration and management of single—
site VPNs with up to 100 remote users or of multi-site VPNs with unlimited remote users.

* A multi-user license for VPNremote™ Client Software for Windows 95 or Windows N T,

enabling VPN access for traveling employees or teleccommuters.

* RoamServer™ from iPass™ Inc., the 1eading provicler of glo]aal Internet roaming services, for
local access to VPNware VPNs from more than 150 countries worldwide.

How do we ntegrate VP Nware solutions
mto our corporate network?

To implement a VPNware solution, a network manager must understand Internet Protocol (IP)
networlzing concepts, as well as the functionality of VPNet's VPNware Service Units (VSUs),
VPNremote Client So&ware, and VPNmanager Tool Suite. VSUs must be configure(]. to work with
existing equipment. Most networlzing equipment requires little or no modification to work with VSUs.
However, some products, such as filters within routers, firewaﬂs, and Network Address Translation (NAT)
clevices, will require careful configura’cion in order to coordinate their operation with VSUs. In general,
any network device that uses or modifies IP 1ayer information within a paclzet will require careful

configuration.

Wkere do we install VPNuware Service Units in a network?

VPNware Service Units (VSUs) are p}lysical devices that provicle transparent VPN services l)y processing

1P paclzets on a trusted network before the pacleets reach an untruste(l network.

Inline VSU Placement

The typical placement of a VSU is inline, on the link between the trusted and untrusted network;
specificauy, in the direct pa’ch of pacleets transferred to or from the untrusted network. An example network

showing VSUs installed in a simple inline configuration is shown in Figure 2.
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Inline confi'guration One-Arm con][iguration
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Public ! Router
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Figure 2. VSU Placement

While the example network is simpie, it is typicai of many corporate networks. For more compiica’ce(i

networks with muitipie links to the pui)iic networiz, it is important to maintain VPN traffic symmetry.
That is, outhound VPN pacizets and inbound repiies should be routed tiirougii the same VSU.

One-Arm Con][iguration
When inline piacement of VSUs is not preierre(i, VSUs can be coniigureci as a network node, similar to

a woriestation or iiost. Coniiguring aVSUasa network node is called “one-arm configuration." An

exampie of one-arm network coniigura’cion for a VSU is also shown in Figure 2.

The main a(ivantages of using a one-arm coniiguration are load Laiancing and scaiing to thousands of
simultaneous VPNs with VPNremote clients. The one-arm coniiguration is only possiioie using the
VSU-1010 or VSU-10. Also, note that the one-arm coniigura’cion for site-to-site operation requires
mociifying the router configuration. Contact VPNet technical support for assistance in configuring your

router for one-arm site-to-site operation.

When Used with a Network Address Translator (NAD

Two of the most popular applications of NAT are to hide corporate network addresses and to use private
network a.(i,clressing schemes. Both of these applications require that P iayer information (speciiicaliy the
source aclclress) within a pacieet be cilangecl before (ieiivery toa pui)lic network such as the Internet. If a
NAT device per{orms address translation on a VPN pacizet, the address change will be detected as an

unauthorized ciiange and the pacizet will be ciroppeci, thus maizing communications impossii)ie. Therefore,
to use NAT with VPN, the foiiowing two rules must be observed:

* For outhound clear text pacizets that are part of a VPN, the NAT device must mociiiy the
pacizet before VPN services are appiieci to the pacieet.

* For inbound VPN traiiic, the NAT device must mociify the paciaet ier VPN services have

been removed from the paciaet.
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The VSU-1010 and VSU-10 include NAT iunctionaiity, thus eliminating the need for an external
NAT device. If an external NAT device is requireci, it should be piaced on the private network side of
the VSU.

In Re/ationslzip to a Remote Access Server (RAS)
One of the primary applications of VPN is to provicle traveling or teiecommuting empioyees with

secure remote access into a corporate network. VPNs meet many of the remote access requirements of
a corporate network previousiy handled i)y traditional remote access devices (e.g., RAS). However, some
corporations may have requirements that can oniy be met using a RAS. For these situations, VPNs
can be used in conjunction with a RAS to provicle an additional iayer of security for empioyees
accessing the corporate network over the PSTN. A traveiing empioyee would still use VPNremote
Client Software, and a VSU would be piace(i within the corporate network. The VSU would need to
be piace(i after the RAS so that traffic from remote users would pass from the RAS, tiirougii the
VSU, and on to the corporate LAN.

When Used with Frame Re/ay

Many corporations use Frame Reiay to connect their various offices. Like the PSTN, Frame Reiay
networks are considered private i)y nature; iiowever, many Frame Reiay networks are not guaranteeci to
be private and do not have data security. Consequentiy, the potentiai exists for attackers to monitor and
modify traffic traveiing across such networks. VPNs can be used in conjunction with Frame Reiay to
provi(ie an additional iayer of security. All of the same actions and techniques used to (iepioy a VPN
across the Internet are appiicai)ie to (iepioying a VPN over Frame Reiay.

Who is VPNet?

VPNet Teciinoiogies, Inc. was the first company formed with a singuiar focus on VPNs and is the
oniy company provicling end users and service proviciers a compie’ce and flexible spectrum of VPN
soiutions. Founded in Octoi)er 1995 and i)ase(i, in San ]ose, Caiiiornia, the company (i,eveiops and
markets cost-effective proclucts and ’ceci'inoiogies for impiementing high—periormance virtual
private networks. VPNet’s scalable VPLink™ architecture delivers the higiiest levels of security,
periormance, and manageai)iiity across a wide range of VPN appiications. Customers wanting more
information about VPNet protiucts and technoiogies can contact the company at 1-888-VPNET-88
or visit its World Wide Web site at www.vpnet.com.
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Authentication

Authentication is a cryptographic function that verifies user authorization and ensures data integrity. User
authentication is a method of Veritying a user’s i(tentity l)y chaﬂenging the user to provide secret
information known only to the user and the authenticating system. Data authentication ensures that

individual pacleets are not modified in transit.

Compression

When IP data is t)eing encrypted or auttlenticate(t, additional header information must be added to the
original IP pacleet. This increases the size of the paclzet a modest amount and can reduce pertorma.nce;
compression mitigates or eliminates this prol)lem. Data compression is not a cryptograptlic function like
encryption and authentication. However, compression is highly desirable for VPNs that use IPSec

encryption and/or authentication.

Encryption
Encryption is a cryptograptlic function that ensures data privacy. Encryptecl data cannot be read ]:)y
intermecliary observers in an untrusted networle, but can be ctecryptect and read Ly the intended recipients

who have the appropriate leey for (tecrypting the data.

Fi/tering routers

Many routers have the capa.]oihty to enforce access control on the traffic ttley route. Access control or
tiltering is a function wherel)y the IP 1ayer information in a pacleet is examined to determine if the pacleet
should be routed. The IP layer information can be used to determine the source and destination address
or protocol type (i.e., Telnet or HTTP trattic) as well as other information about the paclzet. As an
exarnple, many corporations use filters within their Internet gateway router to allow only HTTP and
SMPT traffic from the Internet to access the corporation’s put)lic web site and email, while at the same
time aﬂowing any type of traffic out to provicte emptoyees with the at)ility to use Telnet, FTP and web
t)rowsing services. With such a filter in place, Internet users can access the corporate pul)lic web site, but

cannot Telnet into any corporate resources. This provides a degree of security required t)y many companies.
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Firewall

A firewall is a device (or software in a router) that links an organization’s internal TCP/IP network to the
Internet and restricts the types of traffic that it will pass, to provide security. Restrictions can be based on

the type of access (email, Telnet, FTP, etc.), contents of the data accessecl, clirection, source or destination

IP address, and time of clay.

]ntegratea] Services Digita/ Network (ISDN)

ISDN is a standard for simultaneous transmission of voice, video, and data representecl in (ligital
form. The most common contiguration includes two voice and one signaling channel over existing

copper wire line pairs.

Internet service provialer (ISP)
An ISP is a company that provi(les access to the Internet tl'xrougll various telecommunications options,
inclu(ting mocterns, leased lines, ISDN, and Prame Relay. Large ISPs have their own lligll-spee(t

backbones with a regional or national scope.

Internet
The Internet is a worldwide network of networks that connects universities, governments, l)usinesses, and

individuals around the world.

IPSec
IPSec is an IETF standard created to add security to TCP/IP networlzing. It is a collection of security

measures that address data privacy, integrity, authentication, lzey management, and tunneling.

L2TP

The backers of PPTP combined efforts with Cisco and its .2F protocol to procluce a llyl)ri(t la.yer 2
tunneling protocol called L2TP (Layer 2 Tunneling Protocol). PPTP and L.2TP operate at layer 2, of the
OSI network model. Layer 2 tunneling has the a(tvantage of simplicity.

Latency
The time that passes between a command l)eing sent to the time that a response is received. On a wide
area networle, latency is due to delays in routers or switches, congestion on a crowded l)aclel)one, and the

time tor electrons to tra.vel l)etween nodes on a WAN.



What's a VPN Anyway?

Leased line
A leased line is a point-to-point dedicated circuit that is not switched. Unlike Frame Reiay or Internet-based

technologies, the bandwidth on a leased line is not shared i)y muitipie customers but rather is made available

to and reserved for a client on a contractual basis with associated montidiy fees.

Mu/tipoint tunne/ing

Muitipoint tunneiing allows an Internet session at the same time as several VPN sessions.

chket-lmsenf network

A pacizet-i)ase(i network divides traffic into small blocks with destination addresses. Various patiis can be

taken to avoid overioa(iing any one patti on the network.

Permanent virtual connection (PV(C)
APVCisa iogicai connection between two sites on a (iigitai switched network. The PVC defines
parameters about the iogicai iiniz, such as direction and spee(i, but not the ptiysicai patti that the data will

travel to get from one site to the other.

Point o][ presence (POP)

A site that has a collection of telecommunications equipment; usuaiiy refers to ISP or teiepiione

company sites.

PPTP

PPTP is a point-to-point tunneiing protoco] created to support pacieet tunneling in Ascencl’s remote

access server tiar(iware anct MiCI‘OSO&,S NT SO&W&I‘G.

RADIUS

Remote Authentication Dial-In User Service, or RADIUS, is the standard for centralizing the
autiientication, autiiorization, and accounting of remote access users. With RADIUS , a network manager or
ISP need oniy maintain a singie, central database used to authenticate remote users. This greatiy cases the

management burden associated with a(i,ministering iarge numbers of dial-in users.
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Enne/ing (IP)

Tunneling is the encapsula’cion of point-to-point transmissions inside TP paclze’cs. PPTP and L2TP are
tunneling protocols; IPSec is a collection of TP security measures that define standards for creating and
managing encrypte(l tunnels for privacy, data integrity, and authentication. These tunneling methods
differ in what tlley do to the data (encryption and authen’cica’cion) , their headers that describe the data
transmission and paclee’c hancﬂing , and the OSI 1ayer at which they operate.
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