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Security Log Viewer for Netscreen is a program that allows you to view data collected by the Security Logger program. The data is summarized and can be viewed and sorted in table or graph format.  Selecting a variety of filters can further summarize the tables and graphs. 


Security Logger for Netscreen is a SYSLOG server that collects SYSLOG messages from a Netscreen firewall.  These messages are then sorted in to two classifications, traffic records or message records and written to Microsoft Access databases.  

Getting Started 

Thank you for evaluating Security Log Viewer for Netscreen. 

The product can be installed on the same machine as the Security Logger application or on a different machine. If the program is installed on the same machine as the Security Logger application, then no further configuration changes are needed. If the program is installed on a separate machine, then there are a few steps you need to do to allow the Security Log Viewer application to access the databases.

The first step is to make sure that the machine that is running the Security Log Viewer application has access to the databases. Please see the document Configuring SQL Server 2000 for Security Logger for details on database location. 

To create the User DSNs, go to My Computer->Control Panel->Administrative Tools->Data Sources (ODBC). This will be in My Computer->Control Panel->Data Sources (ODBC) in non-Windows 2000 systems.  Once you have you have opened the Data Sources (ODBC) window, make sure you are in the User DSN tab. Click on the Add… button to create a new User DSN.
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This will bring up the Create New Data Source window. Select SQL Server and click on the Finish button.

[image: image2.jpg]Create aNew Data Source to SQL Server

This wizard wil help you creste an DDBC deta source that you can use to
connect to SOL Server.

What name do you want 0 use 1o refer o the deta source?

Name: [Traffc_DE I
How do you want o descibe the data source?
Descipton [

Which STL Server do you want to comnect to?

Sever: [P of BOL Server> |

Fiish Newg Cancel Help






In the Create a New Data Source to SQL Server window, under the “How should SQL server verify the authenticity of the login ID?” section, select “With SQL server authentication using a login ID and password entered by the user.

In the Login ID and Password section, enter the login ID of SLogger with a password of SLogger. Click on Next.
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In the Create a New Data Source to SQL Server window, select the check box next to “Change the default database to:”.  Use the pull down to select TrafficLog and click on Next.

[image: image4.jpg]¥ Change the default database to:

T~ Altach database fiensme:

puchbeetore

et teporay stored procedies o prepered Bl sttements
e anddfop the stored procedies:

£ Only when o disconnect

e you disorest ard =5 appopiete e you
conmected,

V' Use ANS| quoted identfiers.
IV Use ANSI rulls paddings and warrings.

17 Use e oo S Gt piney S S o

<Back Net> Cancel Help

T





In the last window click on Finish.

In the ODBC Microsoft SQL Server setup window click on OK.

Adjusting the Message_DB User DSN

To change the Message_DB DSN to point to the SQL database instead of the Access database, complete the following steps.

1. In the User DSN tab, find the DSN Message_DB. Highlight it and click on Remove.

2. Click on the Add button. 

3. In the Create New Data Source window, use the pull down to select SQL Server. Click on Finish.

4. In the Create a New Data Source to SQL Server window, put Message_DB in the Name: field.  In the “Which SQL Server do you want to connect to?” dialog, type in the IP address of your SQL server. Click on Next.

5. In the Create a New Data Source to SQL Server window, under the “How should SQL server verify the authenticity of the login ID?” section, select “With SQL server authentication using a login ID and password entered by the user.

6. In the Login ID and Password section, enter the login ID of SLogger with a password of SLogger. Click on Next.

7. In the Create a New Data Source to SQL Server window, select the check box next to “Change the default database to:”.  Use the pull down to select MessageLog and click on Next.

8. In the last window click on Finish.

9. In the ODBC Microsoft SQL Server setup window click on OK.

Main Screen

The main screen of the application lists the set of message records stored in the database.  These records can be filtered by firewall IP, date/time, and/or message type.  Once you have chosen a set of filters (or none at all), click on the Refresh button to view the results. The results will be displayed in a table.
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Sort By Firewall IP: This filter allows you to choose to view message records for a specific firewall. If you do not select this option, message records will be displayed for all firewalls.

Sort By Message Type: This filter allows you to choose to view message records for specific message types. Message types are categorized as Alert, Critical, Emergency, Error, Info, Notice or Warning. The message type for each Netscreen specific message can be found in the Netscreen document “Msg_3.0.0.pdf”.

Sort By Date/Time: This filter allows you to choose to view message records that occurred between a specific date and time. The time is in 24-hour time format.

File menu commands
The File menu offers the following commands:

	Save ConfigurationHID_FILE_SAVE
	Saves the current Security Logger configuration.

	ExitHID_FILE_EXIT
	Exits the Security Logger application.


View menu commands
The View menu offers the following commands:

	View Overall TableHID_IPPORT
	View records in table format.

	View Top 10 GraphHID_OPTLOG
	Views top 10 in graph format.

	View Top 10 TableHID_CLEAR
	Views top 10 in table format.


Help menu commands
The Help menu offers the following commands, which provide you assistance with this application: 

	Help Topicsmain_index
	Offers you an index to topics on which you can get help.

	AboutHID_LVIEW
	Displays the version number and license status of Security

Logger.

	License UpdateHID_LUPDATE
	Updates the license status from evaluation to a full license.


Save Configuration command (File menu)
Use this command to save the current configuration of Security Log Viewer. The saved information includes the various filter options.

Exit command (File menu)
Use this command to end your Security Log Viewer session.  

View Overall Table command (View menu)
Lets you view record data in a table format. You can use the filter options if you only want to view a subset of the data. 

Once you have chosen the filters (if any), click on the Refresh button to view the results.
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Sort By Source IP:  Allows you to filter records by a specific source IP address.  

Sort By Destination IP:  Allows you to filter records by a specific destination IP address.

Sort By Service: Allows you to filter records by a specific service. Services are in name format (I.E. http, dns, etc.).

Sort By Firewall IP: Allows you to filter records by a specific firewall IP address. 

Sort By Direction: Allows you to filter records by a specific direction. These include incoming, outgoing, todmz, fromdmz and to-self.

Sort By Action: Allows you to filter records by a specific action. An action can be permit or deny.

Sort By Date/Time: Allows you to filter records by a specific date/time period. Time is in 24-hour format.

Once the data is displayed in the table, you can export it to file. To do so click on the File->Export menu option. 

Type in the destination file, select the format (CSV or Tab Delimited) and click on the Export button. 

The export status will be displayed in the status window.
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View Top 10 Graph command (View menu)
Lets you view the top 10 in graph format. The top 10 can be defined by using the filters.

The results will be displayed in a graph. The graph totals are displayed in a table. 

When you have selected the desired filters, click on the Refresh button to display the results.
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View Top 10: Use this filter to select if you want to view the top 10 source, destination or service.

By: Use this filter to select if you want to see the top 10 source, destination or service by sent bytes, received bytes, total bytes or connections.

For: Use this filter to select the time frame.  You can either select the last 10 in minutes or by a specific period of time.

Filter Firewall IP: Use this filter if you only want to see the data from a specific firewall.

Filter Direction: Use this filter if you only want to see data going in a specific direction.

Filter Action: Use this filter if you only want to see data that was allowed or denied.

View Top 10 Table command (View menu)
Lets you view the top 10 in table format. The top 10 can be defined by using the filters.

The results will be displayed in a graph. When you have selected the desired filters, click on the Refresh button to display the results.
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View Top 10: Use this filter to select if you want to view the top 10 source, destination or service.

By: Use this filter to select if you want to see the top 10 source, destination or service by sent bytes, received bytes, total bytes or connections.

For: Use this filter to select the time frame.  You can either select the last 10 in minutes or by a specific period of time.

Filter Firewall IP: Use this filter if you only want to see the data from a specific firewall.

Filter Direction: Use this filter if you only want to see data going in a specific direction.

Filter Action: Use this filter if you only want to see data that was allowed or denied.

Help About command (Help menu)

Use this command to view the current license status and version of the Security Logger application..
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Update License command (Help menu)

Use this command to update the license of the Security Log Viewer application. Please see the Help->About command for information on contacting Adimpleo for an updated license.

